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EXECUTIVE SUMMARY

The following deliverable provides a report on the first version of the trainer tools used during the
first pilot of the AUGGMED project. The three components of the trainer tools, the configuration
interface, the interface for real-time observation and intervention, and the interface for
assessment and evaluation, are identified and evaluated based on the platform specification from
the user requirements for the first pilot.
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1. INTRODUCTION

In the first sixteen months of the AUGGMED project work on developing the trainer tools has
been effective and completed to internally specified milestones and deadlines. The process
began with the requirements gathering phase, this phase was responsible for gathering an initial
set of end user requirements and for starting the iterating end user engagement adopted as part
of the agile development approach taken by the AUGGMED consortium.

Following the requirements gathering phase, design of the trainer tools began, part of this
process required evaluating the information gathered during the requirements phase and
identifying features and capabilities which the end users most desired. Alongside this the user
interface for both the configuration interface and interface for real time observation and
intervention was designed.

During the design process of the interfaces for the trainer tools work began on developing the
tools themselves. Starting with supporting tools and processes which support the trainer tools,
such as camera mechanics, enabled work to be carried out on the visual design and
implementation simultaneously, significantly improving development speed. Once a set theme,
control system, and assets were created the front end of the trainer tools was implemented.

Once the deadline for pilot one was reached, development was finalised and robustly tested to
ensure the trainer tools were bug free and behaved as expected. During the pilot end users
(police officers and police trainers) were given the opportunity to use the AUGGMED platform
and provide valuable feedback and considerations on the effectiveness of AUGGMED as a
training platform. The end users performed a number of training exercises during the pilot day
and were debriefed and interviewed immediately after with a set of specifically designed
guestions. The questions were designed to extract as much relevant information as possible in
an unbiased manner, which could then be used as part of the requirements gathering phase for
the second version of the trainer tools.

2. Requirements Gathering

During the requirements gathering phase of the project (M1-M4) end users, relevant specialists
and interested parties were interviewed and invited to workshops including counter terrorist (CT)
officers and cyber security specialists. During these interviews end users were engaged to
discover how they could use a virtual training tool, what features they would require, and any
potential limitations or barriers they could see to using the technology.

2.1 Cybx Cyber Security Specialist Interview

On Tuesday the 21 of July 2015 CENTRIC interviewed Cyber security specialists from CybX, a
cyber security resilience training specialist based at the Emergency Planning College (EPC).
During the interview Cybx discussed the possibilities of cyber-attacks which have an effect on the
physical environment. For instance, in 2015 Polish aeroplanes were grounded after a cyber-
attack disrupted computers controlling flight navigation plans. It was discussed how this could
produce a backlog of passengers within the airport which could be used to have exponential
impact to a subsequent bombing.
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During the interview other aspects were identified which could potentially be attacked by cyber
criminals including sprinkler systems, fire detection systems and lighting.

Following this interview, a set of potential attack vectors was identified and established for the
first pilot including CCTV units and radio communication interference.

2.2 Counter Terrorist Police Officer Interview

On Monday the 26" of October 2015 CENTRIC conducted an interview with a number of CT
trainers alongside West Yorkshire police. The interview was carried out following a set of pre-
determined questions designed to gain non-biased information regarding the wants, needs and
requirements from the CT trainers.

Information gained from this interview was used to inform the capabilities required within the
training platform such as the ability to follow existing procedures and automatically recording the
statistics they identified in current training practices.

2.3 Emergency planning College Interview

On Tuesday the 23rd of June 2015 CENTRIC, alongside Serco, interviewed a panel of members
from the Emergency Planning College (EPC). The purpose of this interview was requirements
gathering regarding training, simulations, and performance monitoring. All of these aspects
played a key role in designing the first version of the trainer tools including both the trainee and
trainer facing front ends.

2.4 Platform Specification

Utilising the outputs from the interviews as well as the experience and expectations of the LEA
end users the platform and architecture specification was established. Within the scope of the
specifications was the capabilities which the trainers and trainees would be expected to
accomplish before, during, and after a training scenario.

The specification identified a key set of critical criteria which was required as a minimum to meet
the end user needs and provide an effective training tool. The trainer tools requirements have
been subdivided into trainer and trainee requirements and are briefly identified in Table 1 -
Platform Specifications.

Requirement Type Description

Select location Configuration Trainers will require the capability to select the
location of the training scenario.

Select time of scenario | Configuration Trainers will be able to select whether the
scenario will take place in the day or at night.

Define civilian density | Configuration Trainers will be able to customise the density of
civilians within a scenario.

Select cyber-attack Configuration Select cyber-attacks which will occur during the

vectors scenario.
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capabilities

Configure the number | Configuration The trainer can define the number of trainees per
of trainees scenario.

Identify trainee roles Configuration The trainer can identif
Define trainee Configuration The trainer can assign capabilities to trainees

based on the current inventory.

User Interface (Ul)

Real-time View
and Intervention

Trainers will have a Ul system enabling them to
interact and place trainees within the
environment.

Camera follow
algorithm

Real-time View
and Intervention

The trainer will be able to follow specific trainees
automatically.

Trainee perspective
mode

Real-time View
and Intervention

The trainer will be able to watch trainee actions
fromt he t rgeispeaivwed s

Birds eye perspective
control

Real-time View
and Intervention

The trainer will be able to observe the entire
scenario fromab i r eyéperspective and
monitor multiple trainees simultaneously.

Red and Blue team
specific identifiers

Real-time View
and Intervention

The trainer will be able to quickly identify whether
a trainee belongs to the red or blue team through
the user interface.

Shooting Related
Statistics

Assessment and
Evaluation

The trainer will be able to review shooting related
statistics including, 1) individual shots fired per
player; 2) individual hits on target per player; 3)
shooting accuracy per player; 4) total shots fired
per team; 5) total hits on target per team; and 6)
shooting accuracy per team.

Movement and
location based heat-
maps per trainee

Assessment and
Evaluation

The trainer can access heat-map data based on
timestamped locational data taken from
individual trainees during the scenario.

Movement and
location based heat-
maps per team

Assessment and
Evaluation

The trainer can access an entire teams heat
maps which will be additively overlaid within a
single environment.

Communications-
related statistics

Assessment and
Evaluation

The trainer can monitor the active radio time of
both individual players and entire teams.

Overall Statistics

Assessment and
Evaluation

The trainer can monitor general scenario
statistics including the duration of the simulation
and average time to complete objectives.
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3. Design

3.1 Configuration Interface Design

The configuration interface is the most complex part of the trainer tools requiring multiple
interfaces, systems and data to manage the configuration of training events on both desktop and
touch screen devices.

There are two front end facing aspects to the configuration interface, 1) the trainee front end
which enables trainees to join a host trainer, select a role and join the lobby whilst waiting for
additional trainees; and 2) the trainer frontend which provides multiple screens allowing trainers
to configure scenario specific variables including location, time, cyber aspects and number of
civilians. The trainer frontend also enables trainers to specify the number and capability of blue
and red team members.

This is achieved through the use of roles; a role is a specific player type such as a policeman,
paramedic, or firefighter. Per role a trainer can specify the number of trainees and assign
inventory items which definetherole. Ar ol eds i nventory consists of

1 Primary ltems 1 Large firearms, extinguisher, fire axe, etc.
1 Secondary items i Small firearms, triage tags, knife, etc.
9 Tertiary Utility items T First aid kits, grenades, torch, etc.

Combined, these items define the capability of the trainees and ensure their virtual avatar
matches their real world abilities and limitations in their role. Trainers can create custom
templates of a role® inventory which can be used to quickly change between two different
inventory sets. This was implemented as an ease of use tool which could make setting up a new
scenario less cumbersome when training existing roles.

2. Trainer Main 3. Scenario 4. Blue Team 5. Red Team
-~ - -~

1. Start Page Menu Configuration Configuration Configuration

<~— 6. Trainer Lobby Start Simulation

Exit Game

Figure 1 - Trainer Configuration Interface Path

The initial design flow of the trainer configuration interface consisted of six stages which
proceeded in chronological order as seen in Figure 1. At any time, the user could navigate
forward/backward one stage, or exit the game. This simplistic flow ensures the menu remained
user friendly and intuitive to use. Starting with the start screen, the trainer would be taken from
the main menu through three configuration screens before reaching the lobby. In the lobby the
trainer would observe as trainees and other trainers joined and selected their roles. Once all
required users had joined the trainer could then start the simulation.
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3.2 Interface for Real Time Observation and Intervention Design

The interface for real time observation and intervention required the initial stages of the
environment and game to be completed before the design process could get underway. Through
the outputs of the requirements gathering phase a number of capabilities were identified and
incorporated into the design based on a prioritised list of wants and needs.

To begin with, a wireframe model of the potential environmental interactions a trainer can utilise
was created, see Figure 2.

C )

Detonate
Remove

Figure 2 - Real Time Interface Wireframe

The wireframe model served as an initial concept for the design process of the real time
observation and interaction tool. The minimalist wireframe design shows the concept for having in
the game interaction items such as lights, doors and explosives which can be interfaced with by
the trainer and/or trainees.

Following the wire framing the basic control principles were explored including trainer
perspectives and interaction techniques. Through the prototyping a number of control systems
were developed, includinga bi r d ds ey, amqusebased eanttoi syseem and a @host
cameradfree floating control. Through the prototyping it was decided that the bird& eye
perspective gave the greatest degree of control to a trainer and gave the best observation and
interaction of the two. From this perspective the trainer could select trainees and interact with
them as necessary as well as controlling variable zoom levels to observe trainee behaviour.
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3.3 Interface for Assessment and Evaluation Design

The assessment and evaluation requirements listed in Table 1 - Platform Specifications specify

what type of statistics and graphics are of interest to trainers. In particular, this information

contains basic information on the movements of the team, figures on the accuracy of shooting

(both individually and per team) and data on the communication between players (e.g. total time

spent on the radio). These figures can either be displayed directly (in the form of tables) or

presented in a variety of charts (see Figure 3 and Figure 4). It will be helpful to compare each

i ndividual p | ay eragéssor averages cdmpiled oeearangeaol games previously

pl ayed. These figures can also be displayed duri
Deliverable 2.1).

In addition to the data listed above, we will seek to display information on the casualties (where
applicable to a scenario). This will include the severity of injury and the time to rescue, thus
providing useful information to assess the overall efficiency of the rescue operations.

Figure 3 - VR-based assessment GUI

prerefee
peeeee

Figure 4 - Game data displayed in graphical format.
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In addition, we will provide users with heat maps to assess in which parts of the environment an

individual or team spent most of the game. Heat maps are graphical representations of data

using colour coding; typically, Awar mo colours (I
colours (like blue) represent low values. Heat maps are often used to represent scalar values in a
two-dimensional space (see Figure 5).

fosd

Figure 5 - Heat map showing a team's positioning during a football match?®

Heat maps of this type will be implemented to show areas of activity for individual players, groups
of players or whole teams. They will be annotated with relevant spatial information, e.g. positions
of explosives, fires or casualties. This representation will allow trainers to get a quick overview of
the area covered during a game and the focus of activity.

Time and resources allowing, we will also provid:¢
the environment, thus allowing trainers to assess the routes players took throughout the game.

1 Taken from https://grup14.com/article/how-luis-enrique-won-el-clasico-by-outsmarting-rafa-benitez
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4. Implementation

4.1 Configuration Interface Implementation

i. Trainer Start Page

€ 201310 - Sample Asset:

AUGGMED

AUGGMED

Figure 6 - Trainer Start Page

The AUGGMED start page allows users to input a name which will be used as their alias in any
subsequent lobbies and scenarios they join. If at any point in time the user wishes to change their
name they can return to this screen and input a new name. This page serves as the gateway for
the AUGGMED project and is the first impression a user will see. For this reason, it is
purposefully simple, including only the title of the project, the project logo and the top bar. Upon
selecting the start button the user will be taken to the trainer main menu shown in Figure 7.

ii.Trainer Main Menu

@ 2013.10- sumple Asets

AUGGMED: Dashboard

Uis

LIl g 88 aal

Figure 7 - Trainer Main Menu
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The main menu of the trainer interface enables the user to navigate through a number of menus.
Included in this page is some basic statistical information including the time of the last login into
this application on this machine, the number of simulations which have been performed and the
current time.

The first and only navigable menu in the first version of the AUGGMED project is the Create New
Game navigation panel. Selecting this option will transfer the trainer to the Environment and
Crowd scenario configuration screen shown in Figure 8.

The Load Existing Game navigation panel will enable a trainer to load a pre-existing scenario
which is has been previously created and saved. This will be finalised for the third pilot of the
AUGGMED project.

The Configure Host Server navigation panel will enable the trainer to change the hosting details
of the server where required, e.g. server password.

The Configure Graphics and Audio navigation panel will enable the trainer to scale the graphics
and audio fidelity of their instance of the simulation to run effectively on their current hardware.
This option ensures trainers utilising a multitude of computers with different specifications will be
able to run the simulation effectively and smoothly.

The Profile navigation panel can be used to return to the name selection screen and to choose a
different alias for the simulation.

iii.  Trainer Scenario Configuration
Q 2013.10- Sample Asset

1: Environment & Crowd

.Location

.IT & Comms

Very Busy

Busy
" Night ) ccTv i Not Busy

< Back to Main Menu

Figure 8 - Scenario Configuration

The scenario configuration screen enables the trainer to select a number of variables which are
used to generate the required scenario. The entire selection process is based on a simple forced
exclusive selection system. This ensures that required options are always selected and control of
the interface is simple and intuitive.
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The Location panel enables the trainer to select the appropriate location for the training scenario.
In the first version of the trainer tools, only the airport will be loaded regardless of which location
is selected. In the second version of the trainer tools, ready for the third and final pilot, all three
locations will be selectable.

The Time panel contains two time pre-sets which trainers can use to select either a daytime, or
night time simulation.

The IT and Comms panel enables the trainer to select which types of cyber-attack (if any) will be
present during the simulation. These can either be disabled CCTV footage, or disruption to radio
communications and will be fully implemented into the serious games engine ready for the
second version of the trainer tools.

The Crowd panel enables the trainer to choose how many civilians will be in the simulation during
the scenario. Depending on the location the actual number of civilians will change as some
locations may be larger than others, requiring a greater population to remain busy.

The Bottom Bar contains the menu navigation components which can be used to exit the
platform, navigate to the previous screen (Figure 7) or go to the next screen (Figure 9).

iv.Trainer Blue Team Configuration

2: Players:

< Back to Environment And Crowd

Figure 9 - Blue Team Configuration

The blue and red team configuration screens are used to assign the trainee-specific variables
and capabilities including Player Roles, players per role, role inventory and role templates. Each
role can have its own unique inventory giving trainees in each role their own capabilities.

The Blue Team Players panel contains the options to add new trainee roles and assign the
number of available trainees for that role. It is also used to select the active role to influence the
inventory.
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To the left, the Inventory panel contains the options to customise a role® inventory. The inventory
can consist of up to five items, one primary weapon, one secondary weapon and three utility
items. Inventories can be saved as templates allowing for rapid customisation of player roles.

The Bottom Bar allows the player to navigate back to the scenario configuration screen (Figure 8)
or to the Red Team Configuration panel which lets the trainer equip the terrorist threat in the
same manner as the trainees.

v.Trainer Lobby

4: Waiting for players to join

.Red Players

Start > et

Figure 10 - Trainer Lobby

The trainer lobby screen enables the trainer to monitor the blue team and red team players as
they join the game and select their roles. Alongside this the trainer can see the number of
observers and other trainees within the simulation. Once the trainer is satisfied all players have
joined and selected the appropriate role they can start the simulation and generate the
customised scenario.

vi.  Trainee Start Page
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AUGGMED

AUGGMED

Figure 11 - Trainee Start Page

The trainee start page behaves exactly the same as the trainer start page; it gives the trainee the
opportunity to input their name before proceeding to join a scenario. Once fStartois clicked, the
main menu shown in Figure 12 is loaded.

Vil. Trainee Main Menu

€ 201310 - Sample Assets

AUGGMED: Dashboard

Figure 12 - Trainee Main Menu

The trainee main menu behaves in a similar way to the trainer main menu. The main difference is
in the number of options available to a trainee. Whereas the trainer can start a new game or load
an existing game, trainees only have the option to join a game hosted by a trainer through the
start button.
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Viil. Trainee Join Game Screen

(@ 207210 Sornple Ausets - %

1: IP Address & Game Details

.IP Address

localhost

< Back to Main Menu [LT——

Figure 13 - Trainee Join Game Screen

This screen is used to enter the IP address of the hosting server and join any existing games
available once a connection has been established.

iX. Trainee Select Role Screen

1: IP Address & Game Details

.TP Addre .Location
Adrport
¢ ‘h‘

.Blue Team Players

Dovelopment Build

Figure 14 - Trainee Select Role Screen

Once a trainee has successfully established a connection to the hosted scenario, the trainee
select role screen is generated. The information presented on this screen is generated from the
scenario-specific customisations made by the trainer during the scenario configuration. The
trainee is then presented with a choice of which role they will be assuming in the simulation; blue
team member, red team member, observer or trainer. If the user selects either the blue or red
team they are given a further set of selections based on the trainee roles created by the trainer
during the configuration stage.
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X.  Trainee Lobby

@ 207210 - Sornple Ausets -

4: Waiting for players to join

.Blue Players

.Observers .Trainers

Trainer 1
onplete

< Back to Role Selection

Figure 15 - Trainee Lobby

Once the trainee has selected their chosen role they are presented with the trainee lobby screen.
This is a holding screen where they can see other players joining the lobby whilst they wait for all
trainees to be ready. Blue and red team members cannot see the number of users on the other
team to allow the scenario to hide this information when required.

4.2 Interface for Real Time Observation and Intervention
Implementation

The implementation of the Real Time Observation and Intervention began immediately after the
requirements gathering phase of the project was completed. During this time, before the designs
were complete, the generic underlying functionality of the control system was developed. This
included camera movement, mouse interaction systems and the beginning of the user interface
elements such as button and toggle functionalities.

Upon completion of the design process work began to create and implement the visual assets
required for the interface. The complete interface comprises of over 50 individual assets
comprising of buttons, icons and toggle images. Assets which represent players, such as the
Player Indicator and Player Diamond, change colour when representing either a blue or red team
player to enable the trainer to easily identify them in the scenario.

The interface contains two separate facets which are shown when required. The first is the fire
initialisation interface. This allows the trainer to select the scale of the fire and the exact location
where it will begin. Once this has been selected and EXODUS has loaded the fire data, the in-
game interface is displayed which allows for trainees to be deployed, interactions with EXODUS,
and observations of the scenario to take place.
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& 201310 - Sample Assets

Fire Selection Icon i This enables
the trainer to select the size of the
fire and the location where the fire
will be initialised during the
scenario.

Fire Initialization Indicator T The
triangular icon indicates the
exact location where the fire will
commence once triggered by
the trainer. Development Build

______

Figure 16 - Scenario Fire Initialisation

Player Indicator T This Player Diamond i This indicator

indicator is used to deploy identifies the location of every

players and displays the player on the screen and can be

player information. used to quickly track, or observe
trainees.

Radio Controls i This button is used
- to issue radio commands
Exodus Controls i These (Functionality to be implemented in

controls are L_'S":'d to start next version of trainer tools)
the exodus simulation,

trigger the fire and set of
the alarm systems.

Figure 17 - Real Time Observation and Interaction Interface

4.3 Interface for Assessment and Evaluation Implementation
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